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The Hawaii false missile alert

The political context for the alert system

“The entire United States is within range of our nuclear weapons, a nuclear button is always on my desk.”
Kim Jong-un

Saturday, January 13

/\ EMERGENCY ALERTS

Emergency Alert
BALLISTIC MISSILE THREAT INBOUND TO

HAWAII. SEEK IMMEDIATE SHELTER. THIS IS
NOT A DRILL.

Slide for more




After 38 minutes, a false alarm was announced

The missile alert system’s user interface
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DRILL-PACOM (DEMO) STATE ONLY
False Alarm BMO (CEM) - STATE ONLY
Monthly Test (RMT) - STATE ONLY
PPACOM (CDW) - STATE ONLY

) Honsiuks Cva Best & v

Any critical system, whether it’s in a hospital or a critical alert system for
public safety, should be specifically designed to prevent errors like this.

If a system is designed appropriately, errors should be very hard to do.

Kim Flaherty
User Experience Specialist
Nielsen Norman Group
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The aftermath and investigation report

SYNOPSIS:

At approximately 8:06 am. the SWP mistakenly issued a BMA. As the
investigating officer and carefully considering the facts, | find a preponderance of
evidence exists that] 1t cantrols, poor compuler software

design, and human factors [contributed 1o the real-world BMA and the delayed
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Emoloyoe 1 has boen terminated

Designing better user interactions

Developers “are given
incomplete, myopic, confusing,
and sometimes contradictory
instructions and are forced to
make significant decisions about
the user experience with little
time or knowledge of how people
will actually use their creations.”

WiLeY

Alan Cooper in “About Face” (2014)
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Interaction design
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Interaction design should come before programming

No design or
programming
before design

HE&M Planning Directive

[ sean e Rp— Protose




7/31/2018

e @
T L L TepE— P—
Fresciions @
HN Primary
£
e a

N
SOVHARalysisGA. Jofn

St e
gy

.

®

5

@

Interaction design should be done by designers

S -
oS " __— Goal-directed design

— User research
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Interaction designer
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Best practices for interaction design

Don’t mix harmless functions with deadly ones

Save Reload
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Allow users to undo their actions
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Prefer data immunity to data integrity

’ User

i‘“ﬂu V“.r

Data integrity
User must clean the data

*
Data, l U W
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* Data
Data Data
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Data  Software

Data immunity
Software is resilient to bad data

Don’t blindly add features the user asks for

Thank You
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