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System management:

Policy and procedure
System manager
User management
Privilege assignment
Scripting

Synchronize
preferences

Killing processes
Database integrity
Backup and recovery,
Plan locking

Anonymizing patient
data
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UNIX-like Operating Systems

Weill Cornell Medical College
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Pinnacle?® TPS

1

 Manufactured by Philip Healthcare

* A general purpose TPS for external beam RT and
brachytherpy

* Current version: 9.6
e Operating system-Solaris 10

bash-3.00S uname -a

SunOS nysgpinnapp0 5.10 Generic 142910-17 i86pc
1386 186pc

* Management on two levels:

— System level: need good knowledge of UNIX
— Application level: very familiar with Pinnacle?
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Challenges of Enterprise TPS-Security
Concerns
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Stich Radiation Centralized Treatment

Center: 12 thin client Planning: 11 thin client . Radiation Oncology: 17
Workstations Workstations PC access: 10 P3PC licenses thin client workstations
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Treatment Planning at NYPH
* Treatment planning e Staff:
system: — Planners: 7
— Pinnacle 9.6 — Physicians: 14
— ~40 Thin Client — Physicists: 14
workstations — Medical residents: 12
— ~10 P3PC through — Physics residents: 5
Citrix
* Technology " R&V:
— Mosaiq

— 3D, IMRT, VMAT .
— Electronic chart

— SRS, SBRT, IGRT :
: , — QCL (quality control
* Patient load: 140 daily list) for flow control.
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System- Ievel Management

* Mainly performed by IT and vendor but it will be
more efficient if you can perform:

— User creation and deletion
— Kill certain user process when necessary

* Y dtok ' R ———————————
Ou nee O nOW. Ty g181?212936 B
Co cted to 18.172. 129 36.
Escape character is '"]'.
login: p3rtp
— How to telnet a UNIX-
Last login: Sun Jul 28 18:05:21 from 16.171.24.138
o Oracle Corporation Sun0S 5. 13 Generic Patch  Januar y 2005
like system AL -
81617083233.1.tar Pinnacle.Preferences
18HUG1 Pinnacle.Preferences 8.8
bin Pinnacle.Preferences_9.8
Head_plan.ps Pinnacle.Preferences_9.2
— A eW U N |X COI I || I la n S IMRT_QA Pinnacle.SimPreferences_9.0
inout Pinnacle.ViewWindowConfig
LaunchpadInit Pinnacle.WinLevel
. Mail Pinnaclelnit
— U N IX fl |e Stru Ctu res MSKp3pc.138.sh Scanner .ExanList
old ScriptsBkup
Pinnacle %x_installap@.sh
. Pinnacle.F uuuuu PreF eeeeeee x_installapi.sh
— How to kill processes e immerermes s e
Pi cle IMRTPreF eeeeeee 9 2 Yalkin.ps
Pi cle.Isodos nes
ba n 3.008 N 7
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System Management Appllcatlon Level

Iﬂ' Pinnacle® * |nstitutions
*’ * Plans
PHILIPS * Physics

e Configuration

5520 Nobel Drive
Suite 125
Fitchburg. Wl 533711-4910

* Backup and Archive

U.5.: 1-800-722-9377

Outside U.5.:
Call local distributor

* Mainly performed by physicists/dosimetrists.
* Requires clearly defined policy and procedures
considering the clinical need and available manpower.
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Yes, we all joke about P&P but the reality
is that... we need them to

 Run the TP operation fairly, effectively and efficiently

* Deal with many users, each with different personality
and individual need.

* Be prepared when there is an emergency.
e Say NO to people with unreasonable requests.

—_—

.. SO, CASUAL CLOTHES
¢|| DON'T LOWER OUR STOCK
¢|| VALUE ... BUT ONLY TF
2 || LWORN ON FRIDAYS. ..
2| UNLESS SOMEBODY SEES
;|| US... GOT IT7

I THINK T'™
INSQNE..

P —

MY DIABOLICAL NEW
DRESS CODE WILL

MAKE THEM QUESTION
THEIR OWN SANITY

CATBERT THE HR DIRECTOR |32

I THINK TI'LL INVENT i
SOME ILLOGICAL POLICIES):
TO ANNOY EMPLOYEES. (] =

/7% 1995 Unitee e
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Avoid illogical and insane P&P'

|dentify

problem

.

Develop)

- Enforce

|dentify real problems
Discussion: get all (planner, physicist, physician...) part

Enforce: ask for the endorsement of higher-ups (e.g.,
chairman) if necessary.



NEWYOrk-PI'ESb)'terian AT Weill Cornell Medical College

s 'I The University Hospital of Columbia and Cornell

System Managers

* Know the password for

— Super user for Solaris OS for
system level management

— “Configure in Pinnacle for
application level management

* How many?
— Too many raises security concern.
— Too few might cause clinical inconvenience.
— Negotiate with IT and find the optimal number.
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* The Pinnacle system management team consists of:
— Director of Centralized Treatment Planning (CTP).
— System manager for CTP.
— System manager for TDSI.
— System manager for Weill Cornell Medical Center (WCMC) campus

— System manager for Columbia University Medical Center (CUMC)
campus

 Each member of the Pinnacle system management team will be
given the password for root login to perform the following tasks:

— Creation of user accounts.

— Management of the patient database.

— Backing up, restoring or transferring patients among institutions.
— Killing certain user processes when necessary.
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A system manager might be called

anytime, anywhere so you will need ...

Good knowledge of the
operating system

Very familiar with TP
software

VPN (virtual private
network) allowing you to

connect to the server from — com oo oo s
a nyW h e re Private Network

Virtual Private /

Terminal emulator on your oo “J
computer ol e

Email and cell phone access ™ . Al
24/7 Office Office Office Worker
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A Real-life Example
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FEE o9 U a9 < dicom queue - Message (HTML) - = X
Message Adobe POF (7]
- | i - e
3 xk;l .% x Mmre to Folder %. Block 5ender 5y Categorize 34 gi#
i - Create Rule ﬁ,— Safe Lists - ¥ Follow Up ~
Feply Reply Forward || Delete Find Send to
to All 2] Other Actions = <] Mot Junk j Mark as Unread - OneMote
Respond Actions Junk E-mail = Options | COneMote

You forwarded this message on 3/4/2013 10:56 AM.
This message was sent with High importance,

From: Marilynn Santos Delamerced sent: (Fri 8/2/2013 7:53 PM )
To: Jenghwa Chang
Co
Subject: ( dicom queue )
il
Jenghwa,

I don't know if there's anything you can |:||:|ut I cannot clean the dicom queue. It gives me

the same error message when the queue is full:

lynn
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Good old days: “p3rtp

)

p3rtp”

* Simple and convenient but

— Almost anyone in this business can log into your

system & e

— Every mistake is made by p3rtp Qo )

— Every plan is locked by p3rtp

|s acceptable only if prm—

Planning Room |&=J|=)

— All workstations locked in a room.
— Only planners have accessed
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The single most important technique
for TPS security is user control...

* For enterprise TPS, universal
login
— Causes major security concerns
— Is against the institution policy
— IT wouldn’t allow it

* Every user must
— have His/her own account and

— Login password
— Change password periodically

“That’s not the proper way to obtain
the password!”
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NYPH User Management Pollcy

Each user must have an individual login account.

2. A new user should contact the Pinnacle system managers to
request an individual login account.

3. A new user account will be issued after the new user

a. Goes through the orientation.

b. Presents certificates for HIPPA pivacy and Security trainings.

4. Must change the password immediately, and should change the
password periodically afterwards.

5. The individual login replaces the planner’s S|gnature in a locked

plan.

MY KEYBOARD IS
BROKEN. IT ONLY
TYPES ASTERISKS
FOR PASSWORDS.

ww.dll&ﬁ.wm scoftadama @ sol.com

DOGBERT'S TECH SUPPORT

TRY CHANGING YOUR
PASSWORD TO FIVE
ASTERISKS.

glf sy ©2001 United Feature Syndicate, Inc,

I HOPE

I CAN
REMEMBER
! i 7
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Three Types of Instltutlons

* Clinical institutions:
— One for each campus

— Contains approximately three months worth of clinical
patient data

* Archive institutions:
— Patients planned from three months ago
— Created monthly for each campus.
— Short lived: archived after creation.

* Research/training institutions: created for
research or training purposes.
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Site Mame: IINew York Presbyterian Hospitals

Institutions

Research Ithaca BrE, , , ,,,

Columbia Campus 9.2 RESTORED, Hansen Dynamic Planning Tests, , , ,,

Columbia 9.2 RESTOREL, , , ,,,

Columbia Campus v3.6, Radiation Oncology Department, 622 ‘West 168th Street, CHONY North B11,

Archive WC 2013 04, ,,,,,
Mew York Hospital — v39.6, ,,,,,

i

Add... Edit... Delete...

Default Institution: MNew York Hospital - w356, ,,,,, i |

Dismiss Help |
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Scrlptmg system Ievel

* UNIX commands are submitted to the Operating
System via a (e.g., ¢, sh, bash...) shell

e Script: a file containing UNIX shell commands is
known as a (shell) script.

User

* Very important for system

User

Manager:
— User creation Kernel
— Kill a processes
User User
. Ware
— Synchronize preferences

— Privilege assignment

User

— Many other system-level
management functions

User
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Scrlptlng -application Ievel

* The same system-level shell scripting
extensively used by Pinnacle TPS.

i Ve ry p Owe rfu I to O | fo r Click on button to run HotScript

All_Homogenous

— Standardizing TP approach
— Improving TP productivity

5F IMRT prostate

RO prostate

3F prostate
5 field IMRT

¢ TO ta ke t h e m OSt a dVa nta ge : Planar Dose Fiducial Beams

4 fiducial beams/planar dose calc.

— Don’t just rely on Pinnacle GF Hett IMT
. . ROI H+MN IMRT
- KnOW hOW tO edlt Scrlpts Prostate IMRT Contour Expansion
fiducials SBF
- Familiar With the OS 3D Target Display GAVY Research

o — — . | R, S, . e, S, s, s, S - S, e, R

Field Setup Inverse IMRT Research

Dismiss Edit... Browse... | Help

L
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Useful UNIX References

e UNIX commands

— http://mally.stanford.edu/~sr/computing/basic-
unix.html

— http://www.math.utah.edu/lab/unix/unix-
commands.html

* UNIX scripting
— http://en.wikipedia.org/wiki/Shell script
— http://www.dartmouth.edu/~rc/classes/ksh/



http://mally.stanford.edu/~sr/computing/basic-unix.html
http://mally.stanford.edu/~sr/computing/basic-unix.html
http://mally.stanford.edu/~sr/computing/basic-unix.html
http://www.math.utah.edu/lab/unix/unix-commands.html
http://www.math.utah.edu/lab/unix/unix-commands.html
http://www.math.utah.edu/lab/unix/unix-commands.html
http://en.wikipedia.org/wiki/Shell_script
http://www.dartmouth.edu/~rc/classes/ksh/
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Privilege Management

* Use basic file permissions, i.e, “ugo” and “wrx”.

e Every user has the same privilege except for
superusetr.

* Itis an ultimate crime if a regular user:

* Delete a patient or

to another

: Nl

 We cannot prevent the crimes but we &
can find the offenders
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Synchronize Preference

* Pinnacle preference files: used to set default
values s for various functions when Pinnacle
starts

* Why synchronize: to standardize the work
environment for all users.

nysgpinnclui?

nysgpinnclui®

nysgpinnclui?%

nysgpinnclui?% 1s

bin Pinnacle.FusionPreferences Pinnacle.Preferences 9.0
cpPreference Pinnacle.IMRTPreferences 9.8 Pinnacle.Preferences 9.2

cpPreferencelCHC Pinnacle.IMRTPreferences 9.2 Pinnacle.Preferences 9.6
Gammex Pinnacle.IMRTPreferences 9.6 Pinnacle.SimPreferences 9.0
LAP Pinnacle.IsodoselLines Pinnacle.ViewWindowConfig
Pinnacle Pinnacle.Preferences Pinnacle.WinLevel
Pinnacle.AtlasPreferences_9.6 Pinnacle.Preferences 8.8 Pinnaclelnit

nysgpinnclui1% [}
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How to synchronlzeT’

 Maintain the preference files for a standard user
according to the TP P&P.

e Synchronize: copy the preference files of the
standard user to other user’s home directory.

* Manual synchronization: impossible for > 80 users
* User script to help

Bp 7export/home/${1}/Pinnaclex fexport/home/${2}
chown ${2} 7export/home/${2}/Pinnaclex
chgrp pinnacle /fexport/home/${2}/Pinnaclex

~S

~s
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Sometlmes you have to k|II...a process

When to kill and how to find the process:
— Session frozen: use “ps”
— Screen locked: use “ps”
— Plan opened by others: use “ptree”
— Hung process: use “Top”

 How to kill:
— Open an x-term

— Log in super user
— Use “kill -9 processno”

e Remember to remind people: What is not saved
will be lost...
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NYP Plan Locking Pollcy

* Prior to printing out the plan, the treatment planner
should lock the approved plan in the Pinnacle TPS.

A/ HnnﬁCICS RTP System 8.0m
Patient Name: test, test, Date/Time: Sun Dec 5 13:41:00 2010
Patient ID: 123 45 67 Comment:
Plan Name:  test lock plan Institution: New York Hospital - 8.0m physics
Trial Name:  Trial 1 Physicianx’Physicist: /
Revision: R01.P01.D01 d
Lock Status:  The plan was locked by mrd9117 6\ ith user name p3rtp. >\t 2010-12-05 13:33:25.

Plan Summary Sheet

Beam Setup

SSD (cm)
Beam Machine Energy Modality  Prescription Isocenter Start/ Ave MU Per Fraction
ap partial bra. .. VARIAN 2100A 6MV-X  Photons Partial Brain 150 94.54 / 94.54 217.6

left lat parti... VARIAN 2100A 6 MV-X  Photons  Partial Brain 150 96.69 / 96.69 272.7
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Why Iock the plan?

Weill Cornell Medical College

* Some non-planners like to “improve” the plan
themselves

* Prevents inadvertent change of the plan after
approval

Replaces the planner’s
signature:

— Very useful for EMR
— Need individual login
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Database Integrlty

ix%d Configuration Options [ _ (O]

e Patient data are stored as: LsinchBid. Merdbnas

Jan 17 2013 10:23:31

— Database data: patient demographics,

plan info, image set name and location... e |
— System data files: images, plans, Z,f:tl :
structures... SEEE asEe] |
* |tis possible to delete system data AT |
without updating the database. Zi:,«:tm
* Fix: rebuild the database: instfuton Disk Setup.
— Immediately delete system data files A

— When you detect inconsistency between
database and system data.

— Periodically rebuild the database is NOT ciiehistorys
recommended for the enterprise system. | ]

Licensing...

|
|
|
Check Patient DB.. |
|
|
|
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Backup and Archlve

* Backup:
— Periodic back up patient data
— Purpose: to prevent data loss

— Consideration: what to backup
and frequency (daily, weekly or
monthly)

e Archive:

— Remove the data from the system X N
after the backup |

— Purposes: reduce system burden,
speed up operation

— Consideration: frequency (all patients
in one month or every case?)
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Backup Mechanisms

* Existing mechanisms:
— RAID 5: part of the system

— Remote data back: service
provided by contractor (e.g.,
Sungard )

— Local back, i.e., DIY

“We back up our data on sticky notes because
sticky notes never crash.”

 Still need to local backup? “YES” because:
— RAID 5 may fail: we have experienced it
— |t takes time to restore from remote backup
— Timely restore if needed
— Can retrieve an older version of a plan
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 Weekly : backup clinical institutions and
research institutions being modified.

* Monthly: backup all institutions.
* Using the Pinnacle backup tool.

e Data (tar files and index files) backed up to the
Pinnacle backup directory and copied to a
network drive.

* |Integrity of selected tar files tested after
backup.
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At the time an archive institution is created, it
is backed up to

— The archive directory in Pinnacle
— The network archive drive.

* The integrity of archive tested by restoring
selected patients to Pinnacle.

e The archive institution deleted.

 The index files created for backup are kept for
future restore.
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Why anonymizing patient data?

* For patient data in research or training
Institutions.

* Protect patient privacy if the data is used for
non-clinical purposes.

* HIPPA requirements.

* For federal funded research project, the
patient data must be anonymized.
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Anonimization

* Two step process:

— Anonymize the database data

— Anonymize data files
* Database data:

— Straightforward.

— Change the patient demographics directly.
* Data files:

— Tricky.

— Call Pinnacle to get the instructions for your Pinnacle
version.

* You might need to rebuild the database.



