TUA-134-1 TuesdayB:00AM- 8:55AMRoom: 134

1. Buying Imaging Equipment for Interoperability
and Compliance: Beyond DICOM
2. Informatics for the Acceptance Testing of

Imaging Equipment

For patient service, safety and regulatory compliance, the quality control of
image and image information needs to extend beyond the scanner console to
encompass the entire imaging chain. Imaging physicists are often the ultimate
guality control professionals and technology experts that are responsible for
equipment selection and testing. To aid in these tasks, this session is designed
to provide the clinical physicist with practical awareness and tools for
equipment selection and acceptance testing that promotes interoperability
throughout the imaging chain, protecting image and information quality for
smooth clinical operation and patient safety.
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Traditional Medical Physics
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Evaluation and selection of new
equipment

Contracting for new
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Equipment Evaluation and Selectior

A Radiologist Assessment of clinical utility

A Usabillity (technologist or radiologist interface)

A Physics Assessment (image quality/patient safety)
A Financials (business needs)

A Workflow/Dataflow =

4 Support Connectivity Review

oy L_ Aligning reality of stakeholder expectation
A Interoperability with technical solutions before you buy.

A Security/Compliance




The work of radiology is accomplished by a team

Radiologist

Technologist

Vendor

Administrator IT/ PACS Administrator

Pictures from Toshibadnviva NordicNeurolabsand Volcan@romortionalmaterial



Connectivity Review

SCOPE:

For the evaluation or purchase afy new and unique (of
a substantively different product or softwaversion)
Imagecreator or modifierthat will integrate withthe
electronic environment

Relevant to both
ACQUISITIOMODALITIES affDSTPROCESSING SOFTWAR




Connectivity Review

A. Workflow/Dataflow
B. Support

C. Interoperabillity

D. Security/Compliance




A. WorkflowDataFlow

Howis it used and what data flow is triggered?

Electronic Breast
nvironmen Imaging
Workflow Workflow

Exam Order Enty in RIMGMSS, Orders or ManualExam may be Generic Exam must be a specifc orderable in MSS
Patient Artives in Scanner aratient Arived in RIMS Patent arrives GO 2, entered in PCIL, Arived in RIMS
Technologist

Tech scans RIMS room utiization Beginning of exam ANTNANNY

‘Tech refreshes DICOM Modality Workiist on scanner and select patient Patient selected off of worklst via bar code

‘Tech replaces order and adds addiional exams if needed. Tech enters initals and executes a saves in RIMS, TeclTech replaces, modifies, adds additional images as needed. Tech selects appropriate
complete exam at this time procedures and completes in RIMS,

Routine imaging isquiredper MQSA, 2 or 4 view mammogram. I the patient is returnin| o (GRS ot [
a diagnostic based on findings from a screening exam, the technologist wil view the.
annotations on the tech Hologic tech workstation, applied by the radiologist for specifi

location | RacaD! | [

‘Techacquiresimages peprotocol

240 At Py,

Upon acceptance (QA process) of the images on Hologic, the images are automaticalh

Images are manually sent to PACS. MIDIA, and all Hologic managers

2t wugee o NAT
‘Tech completes PenRad entry, clicks "done go to schedule”

‘Tech scans RIMS room utiizaton End of exam
Chsyres Verzges
Atend of exam the patietn questionnaie is scanned with a document scanner and ser
Tech scanns patient questionnaire: the Hologic workstation. This is not arcived anywhere, and is duplicate information tha
PenRad

Muliple exams during single visit: Exam Spliting, shrgr
If additional imaging is needed on the same patient (we only do one body part) Hologil 4
match the images up even if performed in a separate room. = TUNGR)

) At prcessin, tech Uses sy sk assign comectacc

Routine post processing in not regired. If there is an error on the exam, miss labveled

Postprocessing Recons required?

A)If Yes, Tect 10 PACS and XX (px

1f No, skip. ot step. managers. When RIMS notifies the exam has been removed, the tech resends the
appropriate images to all Hologic managers and MIDIA.

‘Tech signs onto PACS workstation and finds patient on Unverified XXX worklist nain Breast Imaging

Zero Image workllow If exam exists with out images, and all images are sent to one accession number, the tech m;

| ooscnwse J
Verify zero image exams prior to verifying exams with images S ot

"ages would be present
Did the exam profile correcty? . } [[oomowesy |
A) isitunspecied? Ist a“Generic” order?

I speiie.conatR5C o calfomerg exam na in Breastimaging

B)Isita"Generic”
If Generic order, go to oS and replace the order to the correct exam

GODAMETT |
JOOMMINT |

Perform QA on the exam:
GSPSGray Scale Presentation State
If the technologist makes any changing to the images, f annotatior

nain
eg.
{ech il save ihe images using Save a resentaions Sta pior (o Veriing the image n PACS

e vy o
b) Images are sent to QREADS for early view ("al 'e'm" e Moy WAN

| Lo 5-.\1

Radiologist
Images are viewed on GE PACS and dicated using XX Images are viewed on Hologic workstations
R2CAD is selected Radiologist views CAD marks

Like Gy AT |\
C— | vt |
————— images on patients with a “inding” are annotated by the radiologist (Annotation \ J
button) The radiologist sends the images o all managers (click Pie button)
Fadilogst creates repryciking on spciic opions o e s ypingand voce S0 M
Report created n PenRad tecognition in Dragon. Letter code is added and appropriate leter i sent to patent (S | .
Mayo Prining) L

et haled Ime i sl oz 0 M e o v ok
completed by the tech,
box.

jew the RIMS and resend
(passwom iiPenRajithe exam to RIMS. Other report errors are managed by ranscriptig
gist (back to Exan)

Report s Finalized in RIMS or WB by the Radiologist. GE status updated to Completed (status 90).

Lo, radiologistcorrects, ranscripton sends final report 0 RIS,

Images were archived (MIDIA) attime of acquisition (Acceptance button from Hologic)

images are archived to MIDIA at finalization become available iQreadsfter reportfinalizaton




B. Support

Sample of Support related guestions:

A. Is it a strategically aligned purchase?
Is this an enterprise convergence application?
supporting many different vendors for the same type of
system makes support harder

B. Clinical Use? FDA Approval? Replacing existing system?
C. Installation plan? Who, What, Where, When?

D. Business Associate Agreement?

E. Do images need to be saved?

F. Interacts with the RIS?

G. Reported on by Radiologists

H. HardwareBreak/fix SLA?

|. ApplicatiorBreak/fixSLA



C. Interoperability Assessment

Resources

A DICOM Conformance Statement

A IHE integratiorbtatement

A Sampldmages

A Vendor Implementation Notes/Manuals

A Site Specific Interoperability Questionnaire

And/or

A Onsite trial



DICOM Conformance Statement
(DCS)

A document standard that provides:

A Description of how an application entity
Implements the DICOM standard

A Describes this Iin a standard format which
facilitates comparison

Despite these documents being a standard form
for describing a standard, there can be variation
In how useful or readable a DCS is.



DICOM Conformance Statement

Limitations:

dThe integration of any device into a system of interconnected devices
goes beyondhe scopeof the DICOM 3.0 standard and this conformance
statement when interoperabilitys desired The responsibility for
analyzing the applications requirements and develogrsplutionthat
AYUSANIYGSa GKS ! 3F Sl dza LIY Sgzal S MR &1 K
responsibilityand should not be underestimated.

In some circumstances it might be necessary to perform a validation to
make surehat functionalinteroperability between the Agfa equipment
and nonrAgfa devices workas expectedThe user should ensure that
any nonrAgfa provider accepts responsibility famy validatiorrequired

for their connection with the Agfa equipmeftom Agfa DICOM
Conformance Statement



Integrating the Healthcare
Enterprise (IHE)

IHE promoteshe coordinated use of established standards such
as DICOM and HL7 to address specific clinical need in support of
optimal patient care.

IHE integration profiles describe a workflow and agents in that
workflow. For example, theostProcessing Workflowrovides
worklists status and result tracking for peatquisition tasks,
such as Computefided Detection or Image Processing

Has the equipment or software been validated for all of the
relevant integration profiles?




IHE IntegratiorProfile

EXAMPLEostProcessing Workflow

Departmental System Scheduler /
Order Filler

ost-Processin orklis
- /. ages ]
",“a Image Manager /
4 Archive
Images & Evidence Documents x|
=
rocedure o atus
atus

Limitations of utility

1) Your workflow matches the IHE workflow
2) Every other system in the profile has also been validated for its role



Interoperability Questionnaire

Other questions for vendors that might not be identifiable in
the DICOM DCS or IHE profiles.

What matters to your practice?

Where have you been burned?

Sample Concerns

A Does the system utilize wireless connections?

A What is its function (between subparts of system or between the
unit andinstitutional electronicenvironment?

A Encryption?
A Can wired and wireless be used simultaneously?

A Does it us@ossycompression or is that an option? What compression
options are available?

A Do image transfers happened in background or foreground?



Interoperability Questionnaire

Sample Concerns, continued:

A

WhenDICOM data elements or image data are modified what of
the following are changed? Study , series, or instance UID.

How are DICOM associations managed when transmitting
Images?

Howare temporarilyunavailable (ofline) DICOM Store
destinationsmanaged?

Doimage transfers from the modality or the workstation occur in
the foreground or in the background

If post-processing software, is hardware provided? Video card?
Display?



Sample Images

1. Assign them to a test order and put it into
your electronic environment

2. Use a tool kit to assess conformance with
the DICOM standard

A From DavidClunie
A DICOM Viewer/Validator Software



Onsite Tral

Try before yolbuy

Sample images
A Are not fed by your ordering or information systems.

A& Do not allow variation in workflow operations on the
modality

It IS not possible to trial every system
Sometimes vendors can provide modaétyulators.



D. Security and Compliance

6 Take a look at the

Qg ACRAAPM;SIIMPRACTICE GUIDELINE FOR
ELECTRONIC MEDICAL INFORMATION
PRIVACNDSECURITY

Know the regulations with ElectroniRrotectedHealth
Information (ePH]

A HIPAA
A HITECH



D. Securityand Compliance

HIPAA/HITECH in a nutshell :

Security Rule:
A Ensure the confidentiality, integrity, and availability of aRldl they create,
receive, maintain otransmit
A Identify and protect against reasonably anticipated threats to the security
or integrity of theinformation
A Protect against reasonably anticipated, impermissible usesaiosures;
A Ensurecompliance by their workforce

Vendor Reality
provisions for \ls Radiology
HIPAAHITECH O€ 370  workflow




D. Securityand Compliance

Concerrfor any deviceeonnected to a network
architecture:

1 MaintainableOS

1 Uses an antiviruer are otherwise protected from
malware andviruses,.e vendors must provide a robust
and regular maintenance plan.

1 May need to be protected from pushingpvalidated
patches to imaging equipment

«\)eséa\\

Know your network/information security
policies!




